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“Is Your Firewall and Virus Protection 
                   Safe Enough?” 
 
             Do You Have a Virus? 
 

 
             This Special Report by 
               http://www.richardpresents.com/ 
           will help you identify viruses, 
          prepare for attacks and infections, 
            and guide you in their removal. 
                    This Report is excerpted from 
                       the full Firewalls and Virus Protection website at: 
                       at: http//www.forewalls-and-virus-protection.com 
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                                    First. What's a Firewall? 
 
A FIREWALL  is  Hardware and/or  so f tware des igned to  keep 
unauthor i zed outs iders  f rom tamper ing wi th a  computer  sys tem 
or  network.  (The sys tem can be a s tanda lone computer ,  a  
smal l  Local  Area Network  o r  a  company-wide network  w i th 
thousands  o f  users ).                    
                   
                                "How Do They Work?" 
They fi lter the information coming through your internet 

connection into your computer system or private network. 
                                                                    
I f  th i s  info rmation contains  s tuf f  that  the f i l te rs  judge to  
be susp i c ious ,  (based on ru les  es tabl ished by  the F i rewal l  
so f tware manufacturer) ,  they  re ject  i t  and  keep i t  f rom 
pass ing through to  you.   
 
                        "What Is A Trojan?" 
 
A  l a rge por t i on o f  the mischie f  and mal i ce  done to  personal  
computers  across  the Internet  is  per fo rmed through 'RATS' ,  
whi ch are Remote Access  T rojan programs. 
 
T ro jans  are  programs that  conta in a  vi c i ous pay load.  
F requent l y  they appear  to  do  something harmless  o r  he lpfu l  
and good.  They might  d isp lay  a pret ty  animat ion or  appear  to  
be a  ut i l i ty  o f  some sort  (a  famous  Tro jan of  severa l  years  
ago  was  an emai l  c l i ent) .   

                                   
            How do Trojans  get on your computer?  
  
You put  them there;  therefore ,  i t  i s  very  important  that  you 
exerc i se  caut ion in where you obta in so f tware.  Never  take 
so ftware f rom someone you meet  in a  chat  room.    
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Thi s  i s  the #1 p lace where people  get  s tuck wi th T rojans .  
Often people  are  t r i cked into  th ink ing the program they are 
obta in ing wi l l  do  something fo r  them,  l i ke  he lp them p lay  a  
game,  f i x  a  prob lem,  or  g ive them something fo r  FREE .   
 
           Trojans Can Do Very Destructive Things   
 
They do damage to  your  computer  regardless  o f  whether  you 
are connected to  the Internet  o r  not .  The bot tom l i ne is  
that  i f  a  wi cked person can get  you to  run h i s  o r  her  
program,  i t  i s  no  longer  your  computer .   
 
They can make i t  run your  pr inter  even i f  you don' t  have a  
program open,  make your  CD t ray  open and c lose wi thout  your  
he lp,  s teal  passwords ,  change your  wal lpaper  se lect ion to  a 
pornographi c p i c ture,  and examine and make cop ies  o f  pr i vate 
info rmat ion you may have s to red on your  computer .   
 
If  you haven' t  been Infected by a Computer Virus  yet,  
there's  a  VERY Strong chance you could be soon.  
 
    FIREWALLS CAN HELP PREVENT THESE PROBLEMS   
 
But  a  f i r ewa l l  a lone can' t  p ro te ct  your  f rom a  computer 
vi rus .  
 
A Vi rus  is  a  mal ic i ous ,  but  no t  necess ar i l y  des t ruc t i ve ,  
unau tho r i zed,  se l f  dup l i cat ing s t r i ng  o f  code,  o r  p rogram,  
tha t  cop ies  i t s e l f  f rom program to  program.  
 
Viruses  a re  l i ke  pa ras i t es  tha t  a t t ach themse lves  to  var ious  
types  o f  f i l es  ( .exe  and  . com)  and are  caught  and  sp read  
among i n fec ted computers  by  shar i ng  f l o pp ies  and  f i l es .  
 
E-MAIL vi ruses  p robably  pose  t he greate s t  t hr eat  to  most  o f  
us  who  use t he  in terne t  fo r  communica t ing  wi t h fami l y  and 
f r i ends ,  s har i ng  photos ,  r ec i pes ,  chat  message  sess ions ,  
ent er t a inment ,  and j us t  rout i ne  web sur f i ng.  
 
      "How Can We P rotect Oursel ves  From Vi ruses ,  
                    Worms ,  and  Trojans?"  
 
Only  you can pro te ct  yourse l f  complet e l y  f rom a Computer  
V i rus .  Put t i ng too  much  fa i th  in  v i r us  scanners ,  f i rewa l l s  
and  o the r  so f tware coul d only  make  you l e ss  ca re fu l .  
 
Would you  s tep i nto  a  busy  i nte rsect ion wi thout  l oo k ing 
both  ways  j us t  because  t he  l i ght  was  i n your  fa vor?   
 
                      Always think i t  th rough .  
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                                  What Are Worms?"  
 
They aren ' t  jus t  o rd inary  v i ruses ,  but  they can,  and 
do spread  themselves  over  the Internet  very  
rap id l y.  
 
That ' s  why Crackers  l i ke  to  use them for  the i r  hatefu l  a t tacks  
on our  peace o f  mind.  Worms spread themse lves  primar i l y  in  
emai l  messages ,  many o f  whi ch they create jus t  as  soon as   
the emai l  message they are at tached to  is  opened.  
 
They send copies  o f  themse lves  to  every  emai l  address  in 
your  address  book.  
 
S ince they are complete programs in themse lves,  they can be 
removed f rom your  computer  by  delet ing these worm programs.  
 
Bes t  defense i s  to  have  up- to-date F i rewal l  and ant i -v i rus  
programs and -  
 
                  Don' t  open strange emails  
 
These 5 bas i c  s teps  can go a long way toward keep ing you out  
o f  t roub le:  
 
     1 .  Never,  ever ,  open anyone 's  personal  f l opp ies  unless  you 
        scan them f i rs t  i n your  anti -v i rus  program!  
 
     2 .  Be fear fu l  o f  any  emai l  messages  f rom addresses  (senders )  
        that  you don' t  recognize .  
 
     3 .  Be wary o f  any programs you download f rom forums,  etc .  
 
     4 .  Don' t  i ns ta l l  bootl egged cop ies  o f  someone e l se' s  so f tware.  
 
     5 .  Keep your  ant i -vi rus  program DAT f i les  up to  date .   
 
    "What Are The Symptoms Of A Virus  Infection?"          
 
Mos t  Computer  vi rus  infect ion symptoms are usua l l y  ev ident  
a lmost  immediate ly  a f ter  i nfect i on.   
 
These hatefu l  v i ruses  cause your  computer  to  behave in 
var ious  odd ways  -  they  can  corrupt  o r  de lete program or  
sys tem f i l es  o r  infes t  the computer  hard dr ive and memory .   
 
The loss  o f  cr i t i ca l  f i l es  i s  usua l l y  recognized a lmos t  ins tantl y ,  
because commonly  used programs s top per fo rming as  they ' re  
supposed to.  The computer  operat ing sys tem becomes 
uns tab le  o r  just  s tops  working.   
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I f  you d idn ' t  do  something to  cause th is  behav io r ,  you can be  
qui te  cer ta in that  your  computer  has  been infected wi th a  
computer  v i rus .  
 
Immediate recognition of  these Symptoms  gives  you a 
chance to take action quickly when you are infected.   
 
      What are the Symptoms of  a Computer Virus? 
 
Dupl ication ,  fo r  one-  
 
Many implanted vi ruses  create mul t iple  cop ies  o f  themse lves  
on each computer ,  so  that  i f  one suspect  is de le ted,  other  
h idden copies  may carry  on.  Ant i -v i rus  so f tware i s  
programmed to  recognize th is ,  and wipe a l l  components  o f  a  
v i rus ,  i nc lud ing those hid ing in memory .  
 
  Trojan Horse implanted computer vi rus  symptoms: 
 
Some computer  v i rus  symptoms are a  lo t  harder  to  spot  than 
o thers .  The Tro jan Horse implanted v i rus  i s usua l l y  the 
most  d i f f i cu l t,  and therefore the most  dangerous  v i rus  to  deal  
w i th wi thout  ded i cated ant i -vi rus  so f tware. 
 
A Trojan Horse implanted vi rus  often leaves  very l i tt le  
evidence that i t  has  infected your computer system.  
But ,  i f  you know what  s igns  to  watch fo r,  you should be able  
to  determine i f  you have a  T ro jan horse implanted v i rus.  
 
           Look out for these unusual  activi t ies   
 
●  I f  your  f i l es  appear  to  be mov ing,  changing s i ze,  o r  doing 
o ther  susp i cious  th ings ,  i t ' s  worth get t ing ant i -v i rus  
so f tware to  check  fo r  T ro jans  and open ports .  The T rojan 
Horse implanted v i rus  cou ld wel l  be the o f fend ing computer  
v i rus .   
 
●  Your  computer  becomes uns tab le  
 
●  St range error  messages  pop up whi l e  you operate your  
computer  -  o r  whi l e  the computer  is  s tart i ng up  
 
●  Some computer  v i rus  symptoms may a ler t i nfected users  o f  
the i r  presence wi th an on-screen message o f  some sor t ,  
 
●  F requent  l ock-ups ,  f reezing,  crashing or  i f  your  computer  
re-s tar ts  on i t s  own  
 
●  I f  you suddenly  spot  a  dramati c  decrease,  o r  considerab le  
s lowing down o f  your  computer  termina l ,  i t  i s  worth scanning 
fo r   v i ruses,  as  thi s  may be a cause.   
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●  Your  ant i -v i rus  so f tware is  crashing or  i s  not  work ing correct l y  .  
 
Worsening sys tem per fo rmance can a l so  appear  as  a  sudden and 
apparent  l ack  o f  sys tem resources  o r  phys i ca l  RAM memory,  
h idden or  corrupt  f i l es  and executab les ,  o r  an unreasonab le  
reduct ion in hard dr i ve space.  
 
 
              Emai l  problems that could be S igns   
                   of  Possible  vi rus  Infection 
 
●  You are rece iv ing many "Returned Mai l"  or  "Fa i l ure  Noti ce"  
emai l  messages  and you d id not  send those emai ls   
 
●  An ex t remely  s low Internet  connect ion and/or  f requent  
d i sconnects   
 
●  You cannot  proper l y  send or  rece i ve emai l   
 
●  You are rece iv ing emai l  f rom people  tel l i ng you that  you 
have a  v i rus.  
 
●  You rece ived an emai l  message wi th a  s t range at tachment  
 
●  When you opened an emai l  a t tachment ,  dia log boxes  
appeared and your  who le  sys tem seemed to s low down or  
near l y  crash.  
 
●  WARNING:  I f  you rece ive any  messages  about  an 
unde l i verab le  message that  has  a  f i l e  a t tachment ,  do  not  
download or  execute the f i l e.  S imply  de lete the message.  
 
Dur ing these per iods  o f  he ightened Hacker  and Cracker  
act i v i ty  when there are so  many  dangerous v i ruses  and worms 
be ing passed f rom person to  person,  i t  would be prudent  to  
ques t ion any  o f  your  correspondents  and  f r i ends  who send 
you an emai l  conta in ing an at tachment  BEFORE  you open the i r  
a t tachments .   
 
If  i t  looks  suspicious ,  ask  them to  te l l  you what  i t  i s  and 
i f  they  rea l l y  sent  i t  to  you.  
 
I f  th i s  sounds  l i ke  a  lo t  o f  ex t ra  foolery ,  you need only  lose a l l  
o f  your  f i l es  and data  to  a  mal i cious  worm ONCE,  and you' l l   
probab ly  be jus t  as  caut ious  as  we are .  
 
To  the Cred i t  o f  near l y  al l  ISP ' s  who provide emai l  serv i ces ,   
you can obta in ex tens ive help and guidance d i rect l y  f rom them.   
 
AOL publ ishes  very  deta i l ed gu idel i nes  fo r  your  pro tect i on,  
as  does  Ear th l i nk ,  Compuserve,  MSN,  Comcas t ,  e tc .  I f  you 
take the t ime to  read them now,  you' l l  be that  much bet ter  
prepared fo r  your  sa fe  sur f ing and emai l i ng act i v i t i es  tomorrow.  
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                       Preparing for a Disaster 
 
A  good Di sas ter  P lan inc ludes  preparation fo r  secur ing your  
data before a deb i l i ta t ing v i rus  at tack ,  and recover ing as  much 
as  poss ible  o f  what  data  might  s t i l l  be l e f t  in your  computer  a f ter  
res to r ing operat ion o f  your  sys tem.  
 
            "What's  your Before and After Strategy?"  
 
                      The 'BEFORE'  Strategy - 
 
1 .  Make sure your  f i rewal l  and ant i -vi rus  programs are 
ins ta l l ed and running.  
 
2 .  Get  the l ates t  vi rus  DAT or  S ignature f i les  f rom the 
maker  o f  your  ant i -vi rus  so f tware.  (I f  the program you are 
us ing doesn' t  do  th i s  automat i cal l y  whi l e  you are onl ine,  
schedule  your  computer  to  automat i cal l y  obta in L i ve Updates  
whi l e  you are s leeping,  o r  schedule  yourse l f  to  download 
them regular l y . )  
 
3 .  Do i t  every  few days !  
Dur ing per iods  o f  h igh vi rus  act iv i ty  wi th newer var i a t i ons  
o f  v i ruses  appear ing near ly  every  day ,  the safes t  th ing you 
can do i s  to  mainta in current  updates  which are usua l l y  very  
easy  downloads.  
 
        BE DILIGENT! THINK "COMPUTER SAFETY"  
 
I f  you use the internet  a t  al l ,  ALWAYS BE  AWARE o f  the 
damage that  can be done due to  one l i t t l e  lapse o f  your  
memory .  
 
Backup your personal  fi les ,  those that  you save to  your  
"Documents '  fo lder,  f i nanc ia l  records ,  e tc.  Save these Backup 
cop ies  somewhere o ther  than on your  computer  hard dr i ve.  
 
         Removing a Virus  from your computer 
 
Probably the most upsetting si tuation is  when your 
anti -vi rus  software cannot quarantine,  dis infect or  
remove a vi rus  from your computer.  
 
In a  wors t  case scenar io ,  th is  resul ts  in the necess i ty  o f  
complete ly  'w iping '  your  hard dr ive to  remove a l l  t races  o f  
a  v i rus ,  and then re ins ta l l i ng your  operat ing sys tem and 
program f i l es .   
 
Mos t  program f i l es  can be reins ta l l ed using the o r ig inal  CD's ,  e tc.  
So f tware programs that  you downloaded to  your  'C '  dr i ve wi l l  
probably  be lost  un less  you made backup cop ies  o f  them af ter  
downloading.  
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The same could ho ld t rue fo r  al l  o f  your  Data f i l es.  Wave 
goodbye to  them,  too ,  unless  you have them saved on some 
externa l  backup devi ce or  medium l i ke fl opp ies ,  CD's ,  ZIP 
Di sks  o r  tapes.  
 
CAUTION! Be sure you save program Ser ia l  Numbers  and 
Passwords  in a  safe  notebook  or  journa l ,  NOT IN YOUR 
COMPUTER HARD DRIVE.  
 
Remote Server s ide Data Storage  can be a great  
DataRecovery l i fesaver ,  espec ia l l y  s ince these servi ces  have 
the ab i l i ty  to  s to re ex t remely  l a rge data fi les .  
 
There ' s  the possib i l i ty  that  you need only  Wipe your  'C '  
dr i ve ,  l eaving o ther  par t i t i ons  intact  (such as  a  'D '  
par t i t ion o r  dr i ve).  Data on 'D '  could s t i l l  be 
uncompromised and not  i nfected.   
 
You wi l l  normal l y  need the 'C '  dri ve to  re load your  Windows 
95 or  98 operat ing sys tem (OS) .  You CAN re load your  OS 
d i rect l y  using the Emergency Star t  up d isk  o r  OS Program 
ins ta l l a t i on d isk  fo r  Windows ME,  NET ,  2000 and XP.  
 
                      - - - - - - - -S ide Bar  - - - - - - - - -  
Wi th so  many Operating Sys tems and browsers  ava i l able ,  and 
the hundreds  o f  d i f ferent  v i ruses  and worms f l oating around 
on the internet ,  i t  i s  nearl y  impossib le  to  l is t  the v i rus  recovery  
and remova l  ins t ruct ions  fo r  a l l  o f  them.  
 
There are o f ten loca l  computer  serv i ces  that  prov ide he lp fo r  
remov ing vi ruses,  fo r  a  fee.  They are usual ly  very  up- to-date  
on current  threats  and remova l  techniques.  
 
You can a lways  contact  your  V i rus  and F i rewal l  so f tware 
manufacturers  fo r  spec i f i c  he lp in e l iminating a  v i rus .  Your  
Internet  Serv i ce Provider  could al so  be ab le to  he lp.   
               
                    - - - - - - - - -  End S ide Bar  - - - - - - - - - -  
 
              "AFTER" a Virus  has  been Removed  
 
Make sure you al so  v i rus  scan the backup f l opp ies,  Z ip Di sks ,  e tc ,  
before you reload your data f i les .  
 
Immediatel y  a f ter  reload ing the OS,  re ins tal l  up-to -date  
f i rewal l  and v i rus  pro tect i on so ftware,  and scan your  who le  
sys tem to  determine i f  any t races  o f  the vi rus  remain.    
 
When you fee l  conf ident  that  a l l  t races  o f   v i ruses  have 
been removed f rom your  computer,  renew you backup data .  
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     Evaluate your Back-up tools :  What do you have? 
 
Are they capab le  o f  s to r ing your  data now and in the future? 
 
Should you consider REMOTE data storage?  I t  is  re la t i vel y  
cheap.   For  a  FEW DOLLARS PER MONTH,  most  serv i ces  prov ide 
50 MB or  greater  capaci t i es .  The i r  Storage Servers  are   
heav i l y  fo r t i f i ed aga ins t  v i rus  at tacks  and infect i ons .  
 
Downside:  you ' l l  need a  working internet  connect ion to  
ret r i eve your  ' saved data ' . '  
 
                          Let’s  Summarize 
 
I f  you haven' t  been Infected by  a  Computer V i rus  yet,  you 
are  e i ther  very  lucky ,  or  you have done a  fine job o f  
pro tect ing yoursel f  f rom the inevi tab le  v i rus  at tacks.   
 
Among those 60,000 reported s t ra ins  o f  v i ruses  a l ready  
ident i f i ed,  and the hundreds  more appear ing every month,  
one or  more o f  them could penetrate  your  Fi rewal l  and sneak 
by  your  ant i  v i rus  program.  
 
You Must  Have a  good,  so l i d  F IREWALL and up-to- the-minute 
ant i  v i rus  program for  i nsurance aga ins t  a  success fu l  hacker  
a t tack .  
 
I f  you' re  serious  about  maintain ing a  safe  and secure computer  
sys tem,  and avoid ing the threats  o f  system shutdown,  los t  f i l es  
and persona l  data,  and even the potent ia l  Ident i ty  Theft  so  
rampant  today,  take heed o f  the caut ions  we 've t r i ed to  br ing 
to  l i ght  i n th i s  bri e f  ar t i c l e.  
 
A l though we haven’ t  covered everyth ing you should be a ler ted to ,  
our  F i rewal ls -and-V i rus -Pro tecti on websi te  prov ides  much more 
deta i l ,  covers  more on the subjects  of Spam, Spyware,  Cookies ,  
Identi ty Theft,  e tc ,  and provides  many too l s  (some Free)  
to  he lp you prov ide fo r  your  fami l y  and computer  secur i ty .  
 
                       Here'e  a f inal  reminder: 
In add i t ion to  having the insurance prov ided by  up-to-date  
f i rewa l l  and ant i  v i rus  so f tware,  you should ser iousl y  cons ider  
sav ing al l  o f  your  program Ser ial  Numbers  and Passwords  in a  safe  
notebook or  journa l .  NOT ON YOUR COMPUTER HARD DRIVE.  
 
                        Why not do it  now? 
    - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
       Thi s  Repor t  i s  fr ee to  sha re  i f  t he l i nks a re  not  a l te red  or  the  
       c opy  i s  no t  edi t ed  o r  changed.  Th i s i s  anothe r  he lp fu l  a r t ic le  by  
       www.R ichardP resents .com.  The  F i r ewa l l s  webs i t e  i s  a t  
       ht t p :/ /www.F i r ewa l l s - and-V i r us-P ro tect ion. com Pl ease  le t  us  
       know how and where  you use t h is  Repo rt .  Send  emai l  to  
       ma i l to :Ar t ic l e@Fi r ewa l l s -and-v i r us -p ro tect i on.com Thanks  


